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1
Decision/action requested

It is proposed to include high level description for clause 4 in TR 33.836.
2
References

[xx]
3GPP TR 33.836 v0.0.0 Study on Security Aspects of 3GPP support for Advanced V2X Services
[yy]
3GPP TS 22.186 Enhancement of 3GPP support for V2X scenarios; Stage 1
[zz]
3GPP TS 23.287 v0.3.0 Architecture enhancements for 5G System (5GS) to support Vehicle-to-Everything (V2X) services
3
Rationale

It is proposed to include high level description for clause 4, “Security Aspects of Advanced V2X Services”, in TR 33.836 [xx]. It contains general assumptions about service scenarios, system architecture, communication mode, and its potential security impact in high level. It was avoided to include copy of specific information from referenced documents, such as a figure of reference architecture model, considering maintenance efforts of synchronizing future changes in the original specification.
4
Detailed proposal

It is proposed to include the following change in TR 33.836 [xx]. All the text is new, except the clause title.

*** Start of the Change ***

4
Security Aspects of Advanced V2X Services 
Editor’s Note: This clause contains a high-level overview of the advanced V2X features, the security aspects and the potential impacts on the current Rel-16 security mechanisms.
Advanced V2X services of 3GPP, in the context of the present document, include several V2X scenarios such as Vehicles Platooning, Advanced Driving, Extended Sensors, Remote Driving, Vehicle quality of service Support, and other general aspects (e.g. interworking), as specified in TS 22.186 [yy], with service requirements. To support them, TS 23.287 [zz] provides architectural enhancements to the 5G system for V2X communications over the reference points - NR PC5 RAT, LTE PC5 RAT, NR Uu, and E-UTRA Uu (connected to 5GC). 

V2X communication over NR based PC5 reference point supports broadcast mode, groupcast, mode and unicast mode, while V2X communication on E-UTRA based PC5 reference point (connected to EPS) is connectionless, i.e. broadcast mode at AS layer. In this release, V2X communication over Uu reference point is only unicast. Architectural reference model is specified in clause 4.2 of TS 23.287 [zz], where 5G System architecture applies in general and V3 (PC3) is missing because PCF takes places the role of configuration and provisioning for UE, in addition to external V2X application server.
Potential security impact comes from unicast and groupcast mode of communication over NR PC5, since only broadcast mode is supported over PC5 for V2X communication in previous releases. Unicast mode over PC5 involves signalling over control plane in V2X layer and AS layer, and this might need security protection. Group management for groupcast is handled by application layer, and it still might need consideration of security and privacy aspects. Lastly provisioning of UE configuration for V2X communication and interworking with EPS may require security consideration, whether or not existing 5G security can cover it.
*** End of the Change ***
